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Abstract

A methodis introductedfor detectingintrusionsat thelevel of privilegedprocesses.Evidenceis giventhatshort
sequencesof systemcallsexecutedby runningprocessesareagooddiscriminatorbetweennormalandabnormalop-
eratingcharacteristicsof severalcommonUNIX programs.Normalbehavior is collectedin two ways:Synthetically,
by exercisingasmany normalmodesof usageof aprogramaspossible,andin a liveuserenvironmentby tracingthe
actualexecutionof theprogram.In theformercaseseveraltypesof intrusivebehavior werestudied;in thelattercase,
resultswereanalyzedfor falsepositives.



1 Intr oduction

Moderncomputersystemsareplaguedby securityvulnerabilities.Whetherit is the latestUNIX buffer overflow or
bug in Microsoft InternetExplorer, our applicationsandoperatingsystemsarefull of securityflaws on many levels.
From the viewpoint of the traditionalsecurityparadigm,it shouldbe possibleto eliminatesuchproblemsthrough
moreextensiveuseof formalmethodsandbettersoftwareengineering.This view restson severalassumptions:That
securitypolicy canbeexplicitly andcorrectlyspecified,thatprogramscanbecorrectlyimplemented,andthatsystems
canbecorrectlyconfigured.Although theseassumptionsmaybe theoreticallyreasonable,in practicenoneof them
holds.Computerssystemsarenot static:They arebeingcontinuallychangedby vendors,systemadministrators,and
users.Programsareaddedandremoved,andconfigurationsarechanged.Formalverificationof a staticallydefined
systemis time-consumingandhardto do correctly;formal verificationof a dynamicsystemis impractical.Without
formal verifications,toolssuchasencryption,accesscontrols,firewalls, andaudit trails all becomefallible, making
perfectimplementationof a securitypolicy impossible,evenif a correctpolicy couldbedevisedin thefirst place.If
weacceptthatoursecuritypolicies,our implementations,andourconfigurationsareflawedin practice,thenwemust
alsoacceptthatwewill have imperfectsecurity. We canincrementallyimprovesecuritythroughtheuseof toolssuch
asIntrusionDetectionSystems(IDS). The IDS approachto securityis basedon the assumptionthat a systemwill
not besecure,but thatviolationsof securitypolicy (intrusions)canbedetectedby monitoringandanalyzingsystem
behavior.

Therearemany different levels on which an IDS canmonitor systembehavior. It is critical to profile normal
behavior at a level that is bothrobustto variationsin normal,andperturbedby intrusions.In thework reportedhere,
we choseto monitorbehavior at the level of /emphprivilegedprocesses.Privilegedprocessesarerunningprograms
thatperformservices(suchassendor receivemail), whichrequireaccessto systemobjectsthatareinaccessibleto the
ordinaryuser. To enabletheseprocessesto performtheir jobs,they aregivenprivilegesoverandabovethoseof anor-
dinaryuser(eventhoughthey canbeinvokedby anordinaryuser).In UNIX, processesusuallyrunwith theprivileges
of theuserthat invokedthem. However, privilegedprocessescanchangetheir privilegesto thatof thesuperuserby
meansof thesetuidmechanism.Oneof thesecurityproblemswith privilegedprocessesin UNIX is thatthegranularity
of permissionsis toocoarse:Privilegedprocessesneedsuperuserstatusto accesssystemresources,but grantingthem
suchstatusgivesthemmorepermissionthannecessaryto performtheir specifictasks[26]. Consequentlythey have
permissionto access/emphallsystemresources,not just thosethatarerelevantto theiroperation.Privilegedprocesses
aretrustedto accessonly relevantsystemresources,but in caseswherethereis someprogrammingerror in thecode
that theprivilegedprocessis running,or if theprivilegedprocessis incorrectlyconfigured,anordinaryusermaybe
ableto gainsuperuserprivilegesby exploiting theproblemin theprocess.For thesake of brevity, we usuallyrefer
to privilegedprocesses(or programs)simply as “processes”(or “programs”),andusethe qualifier only to resolve
ambiguities.

It is clearthatprivilegedprocessesareagoodlevel to focusonbecauseexploitationof vulnerabilitiesin privileged
processescangiveanintrudersuperuserstatus.Furthermore,privilegedprocessesconstitutea naturalboundaryfor a
computer, especiallyprocessesthat listento a particularport. In UNIX, privilegedprocesses,suchastelnetd and
logind, functionasserversthat control accessinto the system.Corruptionof theseserverscanallow an intruder
to accessthe systemremotely. Monitoring privilegedprocessesalsooffers someadvantagesover monitoringuser
behavior, which hasbeenthe mostmethodto date(for example,see[4, 9, 22, 31, 35]). The rangeof behaviors of
privilegedprocessesis limited comparedto the rangeof behaviors of users;Privilegedprocessesusuallyperforma
specific,limited function,whereasuserscancarry out a wide varietyof actions.Finally, the behavior of privileged
processesis relatively stableover time, especiallycomparedto userbehavior. Not only do usersperforma wider
varietyof actions,but theactionsperformedmaychangeconsiderablyover time, whereastheactions(or at leastthe
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functions)of privilegedprocessesusuallydonotvarymuchwith time.
Ourapproachto detectingirregularitiesin thebehavior of privilegedprogramsis to regardtheprogramasa black

box, which, whenrun, emitssomeobservable. We believe that this observableshouldbe a dynamiccharacteristic
of that program;althoughcodestoredon disk may have the potentialto do harm, it hasto be actually runningto
realisethatpotential. If we regardtheprocessasa black-box,we do not needspecializedknowledgeof the internal
functioningor the intendedrole of the process;we caninfer theseindirectly by observingits normalbehavior � . A
naturalobservablefor processesin UNIX would be basedon systemcalls, becauseUNIX processesaccesssystem
resourcesthroughtheuseof systemcalls.We havechosenshortsequencesof systemcallsasourobservable.

In anearlierstudywe reportedpreliminaryevidencethatshortsequencesof systemcallsarea goodsimpledis-
criminatorfor severaltypesof intrusion[14]. Theresultsreportedhereextendtheearlierstudy, with severalimportant
differences.First,wehaveslightly changedhow werecordsequencesof systemcalls:Previouslyweusedlook-ahead
pairs,with a look-aheadvalueof 6; herewe useexact sequencesof length10. Next, we have useda measureof
anomalousbehavior thatis independentof tracelength(basedonHammingmatchesbetweensequences).Finally, we
havecollectednormalbehavior in a real,live� environment,andanalyzedit for falsepositives.

WewantanIDS thatis stableandlightweight(efficient),all of whichall dependsonthediscriminator(observable)
thatweuseto distinguishbetweenacceptableandunacceptablebehavior. By stablewemeanthatthedescriminatorre-
liably distinguishesbetweenacceptableandunacceptablebehavior. Ourapproachis experimentalbecausewebelieve
thatcurrenttheoriesdo not adequatelydescribehow implementedsystemsreally run. In this paperwe areprimarily
concernedwith determiningempirically if thediscriminatoris stable.Efficiency is a secondaryconsideration,andis
addressedin thispaperto theextentthatweanalyzethecomplexity of ouralgorithm;however, wedonotreportactual
runningtimesfor themethodona productionsystem.

Our work is inspiredby thedefensesof naturalimmunesystems.Therearecompellingsimilaritiesbetweenthe
problemsfacedby immunesystemsandby computersecurity[15]. Both systemsmustprotecta highly complex
systemfrom penetrationby inimical agents;to do this, they mustbe ableto discriminatebetweenbroadrangesof
normalandabnormalbehavior. In the immunesystem,this discriminationtaskis known asthe problemof distin-
guishing“self” (theharmlessmoleculesnormallywithin the body) from “nonself” (dangerouspathogensandother
foreignmaterials).Discriminationin theimmunesystemis basedonacharacteristicstructurecalledapeptide(ashort
proteinfragment)thatis bothcompactanduniversalin thebody. This limits theeffectivenessof theimmunesystem;
for example,theimmunesystemcannotprotectthebodyagainstradiation.However, proteinsarea componentof all
living matter, andgenerallydiffer betweenself andnonself,sothey providea gooddistinguishingcharacteristic.We
view ourchosendiscriminator(shortsequencesof systemcalls)asanalogousto apeptide.

The structureof this paperis asfollows. In section2 we review relatedwork in intrusiondetection.Section3
describesour methodof anomalyintrusiondetection:First we describehow to build up profilesof normalbehavior,
andthenwe definethreewaysof detectinganomalies.We thenusethe methodto build a syntheticnormalprofile
in section4, demonstratingits effectivenessat detectingintrusionsandotheranomalies.In section5 we considerthe
consequencesof collectingour normaldatain online, functioningenvironments,discussfalsepositives,andpresent
experimentalresultson falsepositive rates.Thelimitationsandimplicationsof our approacharediscussedin section
6. A brief appendixis includedwhich detailsthevariousintrusionsthatwe usedin our experiments,themethodswe
�
Thereareotherapproachesthat requireknowledgeof the internalsandintendedrole of a program,mostnotablythe programspecification

method[26], which attemptsto constraintheprogramin sucha way that it canperformonly thoseoperationstheprogramis designedto do, and
nomore,i.e themethodrefinesthepermissionsstructureto accomodatespecificprivilegedprocesses.Thedifferencesbetweenourmethodandthis
arediscussedmorefully in section6.�

We usethewords“real” and“li ve” to refer to a productionenvironment,i.e anenvironmentwhich is currentlyin normal,everydayuse.We
contrastthis to our “synthetic”environment,which is anisolatedtestenvironment.
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usedto generatesyntheticnormal,anda brief overview of UNIX.

2 RelatedWork

An IntrusionDetectionSystem(IDS) continuouslymonitorssomedynamicbehavioral characteristicsof a computer
systemto determineif an intrusionhasoccurred.This definitionexcludesmany usefulcomputersecuritymethods.
Securityanalysistools,suchasSATAN [12] andCOPS[13] areusedto scana systemfor weaknessesandpossible
securityholes.They arenot IDS becausethey donotmonitorsomedynamiccharacteristicof thesystemfor intrusions
or evidenceof intrusions,ratherthey scanthesystemfor weaknessessuchasconfigurationerrorsor poorpassword
choicesthatcould lead to intrusions.Otherimportantnon-IDSsolutionsto computersecurityproblemsareprovided
by cryptography[10], which is especiallyusefulfor authenticationandsecurecommunications[32]. Virusprotection
schemessuchasthatdescribedin [24] arealsonotIDS underourdefinition,becausethey scanstaticcode,notdynamic
behavioral characteristics.Someapproachesarenoteasilyclassified,for example,integrity checkingsystemssuchas
TRIPWIRE[25] monitorimportantfilesfor changesthatcouldindicateintrusions.Althoughsuchfilesarestaticcode,
they becomeadynamiccharacteristicindicativeof intrusionswhenmodifiedby intrusiveactivities,andsoTRIPWIRE
couldbeclassifiedasanIDS.

Therearemany differentarchitecturesfor IDS. IDS canbecentralized(i.e. processingis performedon a single
machine)or distributedacrossmany machines.Almost all IDS arecentralized;theautonomousagentsapproach[8]
is oneof thefew proposedIDS thatis truly distributed.Furthermore,anIDS canbehost-basedor network-based;the
formertypemonitorsactivity onasinglecomputer, whereasthelattertypemonitorsactivity overanetwork. Network-
basedIDS canmonitor informationcollatedfrom audit trails from many differenthosts(multi-hostmonitoring)or
they can monitor network traffic. NADIR [22] and DIDs [21] are examplesof IDS that do both multi-host and
network traffic monitoring;NSM [20] is anIDS thatmonitorsonly network traffic. Regardlessof otherarchitectural
considerations,any IDS musthave threecomponents:Datacollection(andreduction),dataclassificationanddata
reporting.Datareportingis usuallyverysimple,with systemadministratorsbeinginformedof anomalousor intrusive
behavior; few IDS takeit uponthemselvesto actrapidlyto dealwith irregularities.Variousmethodsfor datacollection
andclassificationarediscussedbelow.

An IDS thatmonitorsfor intrusive behavior, needsto collectdataon thedynamicstateof thesystem.Selecting
a setof dynamicbehavioral characteristicsto monitor is a key designdecisionfor an IDS, onewhich will influence
thetypesof analyzesthatcanbeperformedandtheamountof datathatwill becollected.Mostsystems(for example,
IDES/NIDES[30, 31, 4], Wisdom&Sense[29] andTIM [35]) collect profilesof userbehavior, generatedby audit
logs. Othersystemslook at network traffic, for example,NSM andthesystempresentedin [19]. Otherapproaches
attemptto characterizethebehavior of privilegedprocesses,asin theprogramspecificationmethod[26]. Different
behavioral characteristicswill generatedifferentamountsof data;asan extremeexample,systemsmonitoringuser
profilesprocesslargevolumesof raw data(anaverageuserwill generatefrom 3 to 35MB of auditdataperday[18]).
In thelattercasethedatamayneedto bereducedto a manageablesize.

Oncea behavioral characteristicis selected,it is usedto classify data. In the simplestcase,this is a binary
decisionproblem: The datais classifiedaseithernormal(acceptable)or anomalous(andpossiblyintrusive). Data
classificationcanbe morecomplex, for instance,trying to identify the particulartype of intrusionassociatedwith
anomalousbehavior. A plethoraof methodshavebeenusedfor dataclassification,themajorityof themusingartificial
intelligencetechniques(see[18] for adetailedoverview). Classificationtechniquescanbedividedinto two categories,
dependingonwhetherthey look for knownintrusionsignatures(misuseintrusiondetection), or for anomalousbehavior
(anomalyintrusiondetection). Misuse-IDSencodeintrusionsignaturesor scenariosandscanfor occurrencesof these,
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which requiresprior knowledgeof the natureof the intrusion. By contrast,in anomaly-IDS,it is assumedthat the
natureof the intrusionis unknown, but that the intrusionwill result in behavior different from that normally seen
in the system. Anomaly IDS usemodelsof normalor expectedbehavior to monitor systems;deviationsfrom the
normalmodelindicatepossibleintrusions.Somesystemsincorporatebothcategories,a goodexamplebeingNIDES,
or Denning’sgenericmodelof anIDS [9].

Relatively few IDS dealwith misuseintrusiondetection.Onetype of implementationusesan expert systemto
fit datato known intrusionsignatures,for example,in IDES/NIDES,or Stalker [33], knowledgeof pastintrusionsis
encodedby humanexpertsin expertsystemrules.Otherapproachesattemptto generateintrusionsignaturesautomat-
ically, for example,oneapproachusesa patternmatchingmodelbasedon coloredPetrinets[28, 27], while USTAT
[23] representspotentialintrusionsassequencesof systemstatesin theform of statetransitiondiagrams.

Becauseof the difficulty of encodingknown intrusions,and the continualoccurrenceof new intrusions,many
systemsfocuson anomalyintrusiondetection.A wide varietyof methodshave beenused.TRIPWIREmonitorsthe
stateof specialfiles(suchasthe/etc/hosts.equiv file onaUNIX system,orUNIX daemonbinaries)for change;
normalis simply thestaticMD5 checksumof afile. A programspecificationlanguageis usedin [26] to definenormal
for privilegedprocessesin termsof theallowedoperationsfor thatprocess.Rule-basedinductionsystemssuchasTIM
have beenusedto generatetemporalmodelsof normaluserbehavior. Wisdom&Senseincorporatesanunsupervised
tree-learningalgorithmtobuild modelsof patternsin usertransactions.Othersystems,suchasNIDES,haveemployed
statisticalmethodsto generatemodelsof normal userbehavior in termsof frequency distributions. NSM usesa
hierarchicalmodel in combinationwith a statisticalapproachto determinenetwork traffic usageprofiles. On the
biologically inspiredside,connectionistor neuralnetshavebeenusedto classifydata[17], andgeneticprogramming
hasbeenproposedasa meansof developingclassifications[8].

3 Anomaly Intrusion Detection

Themethodwe presenthereperformsanomalyintrusiondetection(althoughit couldbeusedfor misusedetection—
seesection6). Webuild upaprofileof normalbehavior for aprocessof interest,treatingdeviationsfrom thisprofileas
anomalies.Therearetwo stagesto theanomalydetection:In thefirst stagewebuild upprofilesor databasesof normal
behavior (this is analogousto thetrainingphasefor a learningsystem);in thesecondstagewe usethesedatabasesto
monitorsystembehavior for significantdeviationsfrom normal(analogousto thetestphase).

Recall that we have chosento definenormal in termsof short sequencesof systemcalls. In the interestsof
simplicity, we ignore the parameterspassedto the systemcalls, and look only at their temporalorderings. This
definitionof normalbehavior ignoresmany otherimportantaspectsof processbehavior, suchastiming information,
instructionsequencesbetweensystemcalls, andinteractionswith otherprocesses.Certainintrusionsmay only be
detectableby examiningotheraspectsof processbehavior, andsowemayneedto considerthemlater. Ourphilosophy
is to seehow farwecangowith thesimplestpossibleassumption.

3.1 Profiling Normal Behavior

Thealgorithmusedto build thenormaldatabasesis extremelysimple. We scantracesof systemcallsgeneratedby
a particularprocess,andbuild up a databaseof all uniquesequencesof a given length, � , that occurredduring the
trace.Eachprogramof interesthasadifferentdatabase,which is specificto aparticulararchitecture,softwareversion
andconfiguration,local administrative policies,andusagepatterns.Oncea stabledatabaseis constructedfor a given
program,thedatabasecanbeusedto monitortheongoingbehavior of theprocessesinvokedby thatprogram.
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Thismethodis complicatedby thefactthat in UNIX a programcaninvokemorethanoneprocess.Processesare
createdvia thefork systemcall or its virtual variantvfork. Theessentialdifferencebetweenthetwo is thatafork
createsa new processwhich is aninstanceof thesameprogram(i.e. a copy), whereasa vfork replacetheexisisting
processwith a new one,without changingtheprocessID. We traceforks individually andincludetheir tracesaspart
of normal,but we do not yet tracevirtual forks becausea virtual fork exectuesa new program. In future, we will
switchdatabasesdynamicallyto follow thevirtual fork.

Giventhe largevariability in how individual systemsarecurrentlyconfigured,patched,andused,we conjecture
thatindividualdatabaseswill provideauniquedefinitionof normalfor mostsystems.Webelievethatsuchuniqueness,
andthe resultingdiversity of systems,is an importantfeatureof the immunesystem,increasingthe robustnessof
populationsto infectiousdiseases[16]. The immunesystemof eachindividual is vulnerableto differentpathogens,
greatlylimiting thespreadof adiseaseacrossapopulation.Traditionally, computersystemshavebeenbiasedtowards
increaseduniformity becauseof the advantagesoffered,suchas portability and maintainability. However, all the
advantagesof uniformity becomepotentialweaknesseswhenerrorscanbeexploitedby anattacker. Onceamethodis
discoveredfor penetratingthesecurityof onecomputer, all computerswith thesameconfigurationbecomesimilarly
vulnerable.

Theconstructionof the normaldatabaseis bestillustratedwith anexample. Supposewe observe the following
traceof systemcalls(excludingparameters):

open,read,mmap,mmap,open,read,mmap

We slidea window of size � acrossthetrace,recordingeachuniquesequenceof length � thatis encountered.For
example,if ���
	 , thenwegettheuniquesequences:

open,read,mmap

read,mmap,mmap

mmap,mmap,open

mmap,open,read

For efficiency, thesesequencesarestoredastrees,with eachtreerootedataparticularsystemcall. Thesetof trees
correspondingto ourexampleis givenin figure1.

We recordthe sizeof the databasein termsof the numberof uniquesequences� , (in the examplejust given,
����
 ) soanupperboundon thestoragerequirementsfor thenormaldatabaseis ��������� . In practice,thestorage
requirementsaremuchlowerbecausethesequencesarestoredastrees.For example,thesendmail database,which
contains1318uniquesequencesof length10,has7578nodesin theforest,whereeachnodecorrespondsto a system
call. If wehadanodefor everysinglesystemcall in all 1318sequences,wewouldhave13180nodes.

3.2 Measuring AnomalousBehavior

Oncewe havea databaseof normalbehavior, weusethesamemethodthatweusedto generatethedatabaseto check
new tracesof behavior. We look at all overlappingsequencesof length � in the new traceanddetermineif they
are representedin the normaldatabase.Sequencesthat do not occur in the normaldatabaseareconsideredto be
mismatches. By recordingthenumberof mismatches,wecandeterminethestrengthof ananomaloussignal.Thusthe
numberof mismatchesoccurringin a new traceis thesimplestdeterminantof anomalousbehavior. We reportthese
countsbothasaraw numberandasapercentageof thetotalnumberof matchesperformedin thetrace,whichreflects
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thelengthof thetrace.Ideally, wewould like thesenumbersto bezerofor new examplesof normalbehavior, andfor
themto jumpsignificantlywhenabnormalitiesoccur.

We make a clear distinction herebetweennormal and legal behavior. In the ideal casewe want the normal
databaseto containall variationsin normalbehavior, but we do not want it to containevery singlepossiblepathof
legal behavior, becauseour approachis basedupontheassumptionthatnormalbehavior formsonly a subsetof the
possiblelegalexecutionpathsthroughaprogram,andunusualbehavior thatdeviatesfrom thosenormalpathssignifies
an intrusionor someotherundesirablecondition. We want to beableto detectnot only intrusions,but alsounusual
conditionsthatareindicativeof systemproblems.For example,whenaprocessrunsoutof diskspace,it mayexecute
someerrorcodethatresultsin anunusualexecutionsequence(paththroughtheprogram).Clearlysuchapathis legal,
but certainlyit shouldnotberegardedasnormal.

If the normaldatabasedoescontainall variationsin normalbehavior, thenwhenwe encountera sequencethat
is not presentin the normaldatabase,we canregardit asanomalous,i.e. we canconsidera singlemismatchto be
significant.In reality, it is likely to beimpossibleto collectall normalvariationsin behavior (theseissuesarediscussed
more fully in sections5 and6), so we must facethe possibility that our normaldatabasewill provide incomplete
coverageof normalbehavior. Onesolutionis to countthenumberof mismatchesoccurringin a trace,andonly regard
asanomalousthosetracesthat producemore thana certainnumberof mismatches.This is problematichowever,
becausethecountis dependenton tracelength,whichmightbeindefinitefor continuouslyrunningprocesses.

An alternativeis to constrainthemeasurelocally. Theanomalieswehavestudiedaretemporallyclumped:Anoma-
loussequencesdueto intrusionsseemto occurin local bursts.However, defininga local measureis difficult because
we have anunorderedstatespace,i.e. we have no truenotionof locality—how “close” onesystemcall is to another.
Wehavechosen“Hammingdistance”� betweensequencesasthemeasure.Althoughthischoiceis somewhatarbitrary,
it is relatedto how closelyanomaliesareclumped.We cannottheoreticallyjustify this measure,sowe determineits
worthempirically.

We usethe “Hammingdistance”betweentwo sequencesto computehow mucha new sequenceactuallydiffers
from existing normalsequences.Thesimilarity betweentwo sequencescanbecomputedusinga matchingrule that
determineshow thetwo sequencesarecompared.Thematchingruleusedhereis basedonHammingdistance,i.e. the
differencebetweentwo sequences� and � is indicatedby theHammingdistance����������� betweenthem.For eachnew
sequence� , wedeterminetheminimalHammingdistance� min ����� between� andthesetof normalsequences:

� min ����� � min !"�#���������%$ normalsequences�'&
The � min valuerepresentsthestrengthof theanomaloussignal,i.e. how muchit deviatesfrom a known pattern.

Notethatthismeasureis notdependentontracelengthandis still amenableto theuseof thresholdsfor binarydecision
making.

Thevariousmeasurescanbe illustratedwith a small example. Again, considerthe traceshown in the previous
example:

open,read,mmap,mmap,open,read,mmap

thatgeneratedthenormaldatabaseconsistingof:

open,read,mmap
(
Althoughwe arenotusinga binaryalphabet,themeasureweuseis analogousto abinaryHammingdistance,i.e. it is thenumberof positions

in which thetwo sequencesdiffer.
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read,mmap,mmap

mmap,mmap,open

mmap,open,read

Now, if wehavea tracein whichonecall (thesixth in thetrace)is changedfrom readto mmap:

open,read,mmap,mmap,open,mmap, mmap

thenwewill havethefollowing new sequences:

mmap,open,mmap

open,mmap, mmap

Thiscorrespondsto 2 mismatches,which is 40%of thetrace,andtwo � min valuesof 1.
Thesethreedifferentmeasureshavedifferenttime-complexities.To determinethatanew sequenceis amismatch

requiresat most �*),+ comparisons,becausethenormalsequencesarestoredin a forestof trees,wherethe root of
eachtreecorrespondsto adifferentsystemcall. Similarly, it will take �-).+ comparisonsto confirmthatasequenceis
actuallyin thenormaldatabase.If thesequenceis not in thenormaldatabase,thencomputing� min for thatsequence
is muchmoreexpensive. Because� min ����� is the smallestHammingdistancebetween� andall normalsequences,
we have to checkevery singlesequencein normalbeforewe candetermine� min ����� , which will requirea total of
�/����)0+1� comparisons(recall that � is thenumberof sequencesin thedatabase).However, we expectanomaliesto
berare,somostof thetime, thealgorithmwill beconfirmingnormalsequences,which is muchcheaperto do. If our
rateof anomalousto normalsequencesis 243 , thenthe averagecomplexity of computing � min ���5� persequenceis
�/���6)7+1�82 3:9 �;�<)=+"�>�8+?)@2 3 � , which is �����A��2 3 � 9 +"�8� .

3.3 ClassificationErr ors

An IDS usingthesemeasureswill bemakingdecisionsbasedon theobservedvaluesof themeasures.In thesimplest
case,thesearebinarydecisions:Eithera sequenceis anomalous,or it is normal.With binarydecisionmaking,there
aretwo typesof classificationerrors:Falsepositivesandfalsenegatives. We definetheseerrorsasymmetrically:A
falsepositiveoccurswhena singlesequencegeneratedby legitimatebehavior is classifiedasanomalous;anda false
negativeoccurswhennoneof thesequencesgeneratedby anintrusionis classifiedasanomalous,i.e. whenall of the
sequencesgeneratedby anintrusionappearin thenormaldatabase.In statisticaldecisiontheory, falsenegativesand
falsepositivesarecalledtypeI andtypeII errors,respectively.

To detectanintrusion,at leastoneof thesequencesgeneratedby theintrusionmustbeclassifiedasanomalous.In
termsof ourmeasures,we require� min B7C for at leastoneof thesequencesgeneratedby theintrusion.We measure
thestrengthof theanomalyby � min, andbecausewewantintrusionsto generatestronganomalies,weassumethatthe
higherthe � min themorelikely it is that thesequencewasactuallygeneratedby anintrusion. In practice,we report
themaximum� min valuethatwasencounteredduringa trace,becausethatrepresentsthestrongestanomaloussignal
foundin thetrace,i.e. wecomputethesignalof theanomaly, D 3 , as:

DA3@� max!"� min �����A$ new sequences�E&
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In ourexampleabove, DA3F�G+ . Generally, wedonotreporttheactualDA3 value,but ratherthe DA3 valuenormalized
over thesequencelength � , to enableusto compareDA3 valuesfor differentvaluesof � , i.e.:

HDA3@�
DA3 IJ�
Although we would like to minimize both kinds of errors,we aremorewilling to toleratefalsenegativesthan

falsepositives. Falsenegativescanbereducedby addinglayersof defense,whereaslayeringwill not reduceoverall
falsepositive rates. A simpleexampleillustratesthis. Considera systemwith K layersof defensethat an intruder
mustpenetrate,whereateachlayerthereis a probability L�M thattheintruderwill escapedetection(i.e. L�M is thefalse
negative rate). If theprobabilityof detectionis independentfor eachlayer, thentheprobabilitythat the intruderwill
penetrateall layersundetectedis L#NM . So, in this example,theoverall falsenegative rateis exponentiallyreducedby
addinglayersof protection(providedwehave independence).By contrast,if weassumethatateachlayerwehavean
(independent)probability L�O of generatinga falsepositive, thentheexpectednumberof falsepositivesis L%O6P"K . In
thiscaselayeringcompoundsfalsepositives.

Falsepositivescanbe measuredwhenwe collect normalbehavior in live environments(seesection5). If we
arecollectingnormalempirically, theoccurrenceof rarebut acceptableeventscouldresultin an incompletenormal
database.If thenormalwereincomplete,falsepositivescouldbetheresult,asweencounteracceptablesequencesthat
arenot yet includedin our normaldatabase.To limit falsepositives,we setthresholdson the � min ����� values,i.e. we
will regardasanomalousany sequence� for which

� min �����RQTS
where +VU0SWU0� is thethresholdvalue.To summarize,if asequence� of length � is sufficiently differentfrom all

normalsequencesit is flaggedasanomalous.Thevalidity of theassumptionthat intrusive behavior is characterized
by increasedHammingdistancefrom normalsequencesis testedempiricallyin thesectionsthatfollow.

4 Behavior in a SyntheticEnvir onment

Thereare two methodsfor choosingthe normalbehavior that is usedto definethe normal database:(1) We can
generatea “synthetic”normalby exercisinga programin asmany normalmodesaspossibleandtracingits behavior;
(2) we can generatea “real” normalby tracing the normalbehavior of a programin a live userenvironment. A
syntheticnormal is useful for replicatingresults,comparingperformancein different settings,and other kinds of
controlledexperiments.Realnormalis moreproblematicto collectandevaluate(theseissuesarediscussedin section
5); however, we needrealnormalto determinehow our systemis likely to performin realisticsettings.For example,
if we generatenormalsyntheticallywe have no ideawhatfalsepositive rateswe will get in realisticsettingsbecause
oursynthetic,by definition,includesall variationsonnormalbehavior (althoughnotall variationson legalbehavior).
We couldexcludesomesyntheticallygeneratedtracesfrom normalandseewhatfalsepositivesresulted,but it is not
clearwhich tracesto exclude—thechoiceis arbitraryandtheresultingfalsepositiveswould beequallyarbitrary. In
thissectionwepresentresultsusinga syntheticnormal;in section5 wepresentresultsusinga realnormal.

4.1 Building a SyntheticNormal Database

We studiednormalbehavior for threedifferentprocessesin UNIX: sendmail, lpr andwu.ftpd (the first two
wererunningunderSunOS4.1.x,andthe last onewasrunningunderLinux). Sendmail is a programthat sends
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andreceivesmail, lpr is a programthatenablesusersto print documentson a printer, andftpd is a programfor
thetransferof files betweenlocal andremotehosts.Becausesendmail is themostcomplex of theseprocesses,we
will briefly describehow weexercisedsendmailto produceaprofileof normalbehavior (themethodsfor constructing
syntheticnormal for the other two processesaredescribedin Appendix2). We consideredvariationsin message
length,numberof messages,messagecontent(text, binary, encoded,encrypted),messagesubjectline, who sentthe
mail, who received the mail, andmailers. In addition,we looked at the effectsof forwarding,bouncedmail and
queuing.Lastly, weconsideredtheeffectsof theorigin of all thesevariationsin thecasesof remoteandlocaldelivery.

A suiteof 112artificially constructedmessageswasusedto exercisesendmail (version5), producinga trace
of a combinedlengthof over 1.5million systemcalls. Table1 shows how many messagesof eachtypewereusedto
generatethenormaldatabases.We beganwith messagelength,testing12 differentmessagelengths,rangingfrom 1
line to 300,000bytes.Fromthis,weselectedtheshortestlengththatproducedthemostvariedpatternof systemcalls
(50,000bytes),andthenusedthatasthestandardmessagelengthfor theremainingtestmessages.Similarly, with the
numberof messagesin asendmail run, we first sent1 messageandtracedsendmail, thenwe sent5 messages,
tracingsendmail, andsoforth,upto 20messages.Thiswasintendedto testtheresponseof sendmail to burstsof
messages.We testedmessagecontentby sendingmessagescontainingASCII text, uuencodeddata,gzippeddata,and
a pgpencryptedfile. In eachcase,a numberof variationswastestedandtheonethatgeneratedthemostvariationsin
systemcall patternswasselectedasasingledefaultwasselectedbeforemoving on to thenext stage.Thesemessages
constitutedourcorpusof normalbehavior. We reranthis setof standardmessageson eachdifferentoperatingsystem
andsendmail.cf (thesendmail configurationfile) variantthatwe tried, thusgeneratinga normaldatabasethat
wastailoredto theexactoperatingconditionsunderwhichsendmail wasrunning.

Of thefeaturesconsidered,thefollowing seemedto havelittle or noeffect: Numberof messages,messagecontent,
subjectline,whosentthemail, whoreceivedthemail,mail programsandqueuing.Messagelengthhasaconsiderably
differenteffect on the sequenceof systemcalls,dependingon the messageorigin: Remotemail producestracesof
systemcalls that areproportionalto the lengthof the message,with little sequencevariationin thesetraces;local
mail producestracesthatareroughlythesamelength,regardlessof thesizeof message,but thesequenceof system
callsusedchangesconsiderablyasthemessagesizeincreases.In bothcases,oncea largeenoughmessagesize(50K)
is usedto generatenormal,messagesize makesno difference. The effect of forwardingmail on remotetracesis
negligible, whereasit hasa smallbut noticeableaffect on local traces.Bouncedmail hadmoreof aneffect remotely,
but theeffectsarestill evidentin thelocal case.

Foreachtest,wegenerateddatabasesfor differentvaluesof � for eachof thethreeprocessestested,i.e.sendmail,
lpr andftpd. Theresultsfor �X��+ C areshown in table2. Our choiceof sequencelengthwasdeterminedby two
conflictingcriteria.Ontheonehandwewantasequencelengthasshortaspossibletominimizethesizeof thedatabase
andthecomputationinvolvedin detection(recall that the time complexity of detectionis proportionalto � ). On the
otherhand,if the sequencelengthis too small we will not be ableto discriminatebetweennormalandanomalous
behavior. Ourchoiceof 10 is basedonempiricalobservations.

Thesedatabasesareremarkablycompact,for example,thesendmail databasecontainsonly 1318uniquese-
quencesof length10, which requires9085bytesto storein our currentimplementation.sendmail is oneof the
mostcomplex of the privilegedprocessescurrentlyusedin UNIX systems,andif its behavior canbe describedso
compactly, thenwecanexpectthatotherprivilegedprocesseswill havenormalsat leastascompact.Thedataareen-
couragingbecausethey indicatethattherangeof normalbehavior of theseprogramsis limited. Too muchvariability
in normalwouldprecludedetectinganomalies;in theworstcase,if all possiblesequencesof length � show upaslegal
normalbehavior, thennoanomaliescouldeverbedetected.

How many possiblesequencesof length � arethere? If we have an alphabetDY��Z\[X] of systemcalls, with size^ DY��Z\[X] ^ , thenthereare
^ DY��Z\[X] ^ _ possiblesequencesof length � . Choosingthe alphabetsizecanbe problematic
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withoutknowing exactly whichsystemcallsareusedby sendmail, consideringthattherearea total of 182system
callsin theSunOS4.1.xoperatingsystem.As a conservativeestimate,weassumethatsendmail usesnomorethan
53calls(thenumberin thesyntheticnormaldatabase),so,for ���`+ C thereare aJ	 � C , or approximately+ C �>b possible
sequences.Thusoursendmail normaldatabaseonly containsabout + Cdc ��� percentof thetotal possiblenumberof
patterns.Of course,this is not completelyaccurate,becausethenumberof possiblesequencesthatsendmail can
actuallyuseis limited by thestructureof thecode.To determinethiswould requireanalysisof thesourcecode,which
is preciselywhatwe wish to avoid becauseoneof thestrengthsof our approachis thatit doesnot requirespecialized
knowledgeof any particularprogram.

4.2 DetectingAnomalousBehavior

Is intrusive behavior anomalousunderthis definitionof normal?Ideally, we wantmost,if not all, intrusive behavior
to beanomalous.To testthis,wehavecomparedthenormaldatabasesagainsta rangeof known abnormalbehavior.

In theseexperiments,we report the numberof mismatches,the percentageof mismatches,andthe normalized
anomalysignal

HDA3 . Because
HDA3 is notdependenton thelengthof thetrace,it is ourpreferredmeasure.However,

HDA3
valuesaremeaningfulonly in thecontext of detectionthresholds,andthresholdsaredependentontheacceptablelevel
of falsepositives.Becauseof theway weconstructednormal,we havezerofalsepositivesfor syntheticdata;thus,in
principle,any

HDA3 BeC indicatesananomaly(althoughour goal is clearseparationbetweentheanomalyandnormal,
i.e. wewantthe

HD 3 valuesto belarge).Theissueof falsepositivesin a realenvironmentis exploredin section5.

4.2.1 Distinguishing BetweenProcesses

Thefirst experimentswe performedcomparedsendmail with otherUNIX programs.If we could not distinguish
betweensendmail andotherprograms,thenwe would beunlikely to detectsmalldeviationsin thebehavior of a
singleprogram.We have donethis comparisonfor varyingsequencelengths.Whenthesequencelengthis very low,
( �*�W+ ), therearevery few mismatches,in therangeof 0 to 7%. Whenthesequencelengthreaches�*�f	 C thereare
100%mismatchesagainstall programs.Resultsof comparisonsfor �g�h+ C arepresentedin table3

Eachprocessshowed a significantnumberof anomaloussequences(at least57), and at leastone anomalous
sequenceis quitedifferentfrom thenormalsendmail sequences,asevincedby

HD 3 , which is at least0.6,indicating
thatthemostanomaloussequencediffersfrom thenormalsequencesin overhalf of its positions.Theprocessesshown
aredistinct from sendmail becausetheactionsthey performareconsiderablydifferentfrom thoseof sendmail.
We alsotestedthenormaldatabasefor lpr andachievedsimilar results(datanot shown). lpr exhibits evenmore
separationthanthatshown in table3, presumablybecauseit is a smallerprogramwith morelimited behavior. These
resultssuggestthatthebehavior of differentprocessesis easilydistinguishableusingsequenceinformationalone.

4.2.2 DetectingIntrusions

The secondsetof experimentswasto detectintrusionsthat exploit flaws in threeprocesses:sendmail, lpr and
wu.ftpd. Someof the intrusionsweresuccessful,andothersunsuccessfulbecauseof updatesandpatchesin soft-
ware.Wereportresultsfor both.Wewould liketo beableto detectmost(if notall) of theseattemptedintrusions,even
if they fail. Detectionof failed intrusionswould bea usefulwarningsignthatanattacker is attemptingto breakinto
a system.A third behavioral category thatwe would like to beableto detectis theoccurrenceof errorstates,suchas
sendmail forwardingloops. Althoughtheseerrorstatesaretechnicallylegal behavior, they areproperlyregarded
asabnormalbecausethey indicatetheexistenceof problems.

11



Wecomparedsystemcall tracesfor eachof thethreecategories(successfulexploits,unsuccessfulexploitsanderror
conditions)with thenormaldatabasefor therelevantprogramandrecordedthenumberof mismatches,percentageof
mismatchesoverthetrace,and

HDi3 values.Table4 showsresultsfor successfulintrusions.Eachrow in thetablereports
datafor onetypical trace. In mostcases,we have conductedmultiple runsof the intrusionwith identicalor nearly
identicalresults;whererunsdifferedsignificantly, wereporta rangeof values.To date,wehavecollecteddataonfive
successfulintrusions,threeof themfor sendmail, onefor lpr [3] andonefor ftpd [5]. The threesendmail
intrusionswere:sunsendmailcp [1], syslogd[2, 6], anda decodealiasintrusion.Theseintrusionsaredescribedin
theappendix.Most of thesuccessfulintrusionsareclearlydetected,with

HD 3 valuesof 0.5 to 0.7. Theexceptionto
this is decodeintrusion,which,onthelow endof therange,generatesonly 7 mismatchesanda

HD 3 valueof 0.2.These
resultssuggestapproximatedetectionthresholdsthatwewouldneedin anonlinesystemto detectintrusions.

Theresultsfor trying to detectunsuccessfulintrusionsanderrorconditionsareshown in table5. Theunsuccessful
intrusionsarebasedon attackscriptscalledsm565aandsm5x.SunOS4.1.4haspatchesthatpreventtheseparticular
intrusions.Overall,theseunsuccessfulintrusionsareasclearlydetectableasthesuccessfulintrusions.Errorconditions
arealsodetectablewithin a similar rangeof

HDA3 values.As a clearcaseof undesirableerrors,we have studiedlocal
forwardingloopsin sendmail (seeappendixfor a description).

In summary, we areableto detectall theabnormalbehaviors we testedagainst,includingsuccessfulintrusions,
failedintrusionattempts,andunusualerrorconditions.

We have only reportedresultsfor �j�k+ C becauseexperimentsshow thatvaryingsequencelengthhaslittle effect
ondetection,in termsof the

HD 3 measure.We analyzedsequencesof length ���
l to �m�
	 C . Theminimumsequence
lengthusedwas2, because�,�n+ will just give

HD 3 � C or
HD 3 �o+ , which is not sufficiently informative. The

maximumsequencelengthusedwas30 becausethecostof computationscaleswith sequencelength.Theresultsare
reportedin figure2. Thedecodeintrusionis not detectablefor �Fp`q , but beyondthis valueof � k, sequencelength
seemsto makelittle differencefor

HDA3 . Sometimesanincreasedsequencelengthresultsin adecreasedanomalysignal.
This couldhappenif theanomaliesconsistedof shortclumpsof systemcallsseparatedby largegaps:As sequence
lengthincreases,longersequenceswould bemoresimilar to normalsequences.For example,saywe hada normal
sequenceopen,read,mmap,mmap,open,read, which anintrusiondisruptedin thefirst threepositionsto give close,
close, close, mmap,open,read. Then �g�
	 wouldgive

HDA3.�T	�Ir	s�h+ut C (from thefirst threesystemcalls),but �g�,q
would give

HD 3 �G	\Irq�� C tva . Figure2 impliesthatthebestsequencelengthto usewould be6 or slightly largerthan
6, becausethatwill allow detectionof anomalieswhile minimizing computation,which is directly proportionalto � .
We havechosen�g�G+ C becausethatgivesa margin for error.

Consideringonly the threeanomalymeasuresgivesa limited pictureof the sortsof perturbationscausedby in-
trusionsandotherunacceptablebehaviors. For example,the

HDi3 valuesonly indicatethemostanomaloussequence
withoutgiving any clearideaof how anomaloussequencesaretemporallydistributed.Theanomalyprofile in figure3
shows thetemporaldistributionof anomaloussequencesfor a successfulsendmail intrusion,oneof thesyslogd
intrusionruns. From this figurewe canseehow noticeableintrusionsare,andhow anomaliesareclumped. It also
indicatesthat if we weredoing real-timemonitoring,we might be ableto detectsomeintrusionsbefore an intruder
gainsaccess,right at thestartof theintrusivebehavior.

5 Behavior in a RealEnvir onment

Theresultsreportedin section4 werebasedonnormaldatabasesgeneratedsynthetically, i.e. weattemptedto exercise
all normalmodesof behavior of a givenprocessandusedtheresultingtracesto build our normaldatabases.For an
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IDS thatis deployedto protecta functioningsystem,thismaynotbethebestwayto generatenormal.Therealnormal
behavior of agivenprocessonaparticularmachinecouldbequitedifferentfrom thesyntheticnormal.Somesynthetic
normalbehaviors maybeabsentin anactualsystem;on theotherhand,therealnormalmight includebehavior that
wehadnot thoughtof, or wereunableto incorporateinto thesynthetic.In thissectionweattemptto build normalin a
realenvironment.

Severalquestionsarisewhenweconsidercollectingrealnormalona runningsystem:

1. How do we ensurethatwe have not includedabnormalsequences?That is, how do we ensurethat thesystem
is not beingexploited as we collect the normal traces? Including abnormalsequencescould result in false
negatives.

2. How do we ensurethatour normalis sufficiently comprehensive? How long do we collectnormalfor? How
muchnormalis enough?An incompletenormalcouldresultin falsepositives.

3. Are intrusionsstill detectableasweincreasethesizeof thenormal?As thesizeof normalincreases,we include
rarenormalsequencesthat could overlapmorewith abnormalsequences,thus reducingdetectionrates,i.e.
increasingfalsenegatives.

5.1 Collecting RealNormal

We have collectednormalfor lpr in two differentrealenvironments,at theMassachusettsInstituteof Technology’s
Artificial Intelligencelaboratory(MIT), andattheUniversityof New Mexico’sComputerScienceDepartment(UNM).
In bothcases,we useda very simplesolutionto question1 posedabove: How do we ensurethat intrusive behavior
is not includedin thesenormals? For the lpr we have studied,we areawareof only one intrusion (reportedin
section4.2.2above) which requiresthatlpr generatea 1000print jobs in closesuccession,which is somethingwe
asobserverscouldeasilydetectonasystemthatnevergeneratesmorethan200jobsin aday. Thisdoesnotguarantee
thatournormalis freeof intrusiontraces,but at leastwehaveexcludedtheintrusionagainstwhichwedoouranalysis.
In general,however, the problemwill not be so trivial, particularly if we do not know the natureof the intrusion
beforehand,i.e. if weareconcernedwith trueanomalydetection.Possiblewaysof excludingintrusivebehavior from
thenormaltraceinclude:

w Collectnormalin thereal,openenvironment,whilst monitoringtheenvironmentvery carefully to ensurethat
no intrusionshavehappenedduringourcollectionof normal.This is whatwedid for lpr.

w Collectnormalin an isolatedenvironmentwherewe aresureno intrusionscanhappen.The disadvantageof
this solutionis that the normalwill possiblybe incomplete,becausethe environmentis of necessitylimited,
particularlyin thecaseof processes,suchassendmail, thatcommunicatewith theoutsideworld.

In the MIT environment,we tracedlpr runningon 77 differenthosts,eachrunningSunOS,for two weeks,to
obtaintracesof a total of 2766print jobs. The growth of the size � of the normaldatabaseis shown in figure 4.
As moreprint jobsaretracedandthetracesaddedinto normal,sothenumberof uniquesequences� in thenormal
databasegrows. Initially, the growth is very rapid, but thentapersoff, in particular, for �7�xq and �0�y+ C , there
is minimal databasegrowth past1000print jobs. This reinforcesthe ideaof choosingasshorta sequencelengthas
possible,becausewe canaccumulatethefull rangeof normalsequencesmuchmorerapidly for shortsequences.We
regardfigure4 aspromising,becauseit indicatesthatnormalbehavior is limited andcanbecollectedin ashortperiod
of time(dependingonhow muchthesystemis used).
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How muchdoesnormalvarybetweendifferentenvironments?We havesomeanswersin thecaseof lpr because
wehavetwo normalscollectedindependentlyatMIT andUNM, for theidenticalprogramandoperatingsystem.These
representconsiderablydifferentenvironments,ascanbeseenfrom thedifferenceslisted in table6, for example,we
tracedlpr ononly onehostatUNM, whereaswetracedit on77hostsatMIT. Despitethedifferencesin environment,
thepatternsof databasegrowth in theUNM environmentaresimilar to thoseat MIT (datanot shown), althoughthe
resultingdatabasesizesarequite different: 569 uniquesequencesfor UNM and876 for MIT. Thesedatabasesnot
only differ in size,but also in content: For example,a comparisonof the uniquesequencesin both databasesfor
�g�,q indicatesthatonly 141of thesequencesarethesamebetweenthedatabases,whichrepresents40%of theUNM
databaseand29%of theMIT database.

Althoughthesedatabasesarevery different,they both detectthelprcp intrusionalmostidentically. Whenwe
analyzetheanomaloussequencesgeneratedby the intrusion,we find that thereare16 uniqueanomaloussequences
detectedby theUNM database,whichareidenticalto 16 of the17 uniqueanomaloussequencesdetectedby theMIT
database,i.e. the anomalyis almostidentical for both databases.This suggeststhat intrusionsignaturescould be
encodedin sequencesof systemcalls,i.e. thesystemcall signaturecouldbethebasisof amisuse-IDS,or anIDS that
doesbothanomalyandmisusedetection(for a furtherexplorationof theseideassee[32]).

5.2 How much Normal is enough?

This sectionaddressesquestions2 and3 posedabove: How muchnormal is enough?And, areintrusionsstill de-
tectableasthesizeof normalincreases?In our experimentswe usedthelpr datawe collectedin therealenviron-
mentsatMIT andUNM. In bothcases,wedividedthesetof datainto two, thefirst setis usedasthetrainingset,and
thesecondsetasthe testset. Thetrainingdataareusedto build up a normaldatabase,andthetestdataarescanned
usingthis normaldatabase(we explain below how we choosethetestandtrainingsets).A falsepositive is thenany
sequence� in thetestsetfor which

� min �����RQTS
Wedeterminethelowestfalsepositiverate z O>{ by settingthethresholdS to betheminimumvalueneededfor the

normaldatabaseto detectthelprcp intrusion. Becausewe only have oneintrusionto testagainst,andwe setthe
thresholdso that we alwaysdetectit, we have zerofalsenegatives. The falsepositive rateis simply the numberof
falsepositivesperjob.

Theexpectedfalsepositive ratewascalculatedusingthebootstraptechnique,which is a procedurefor estimating
(approximating)thedistribution of a statisticfrom a randomsample[11]. We dividedthe jobs into testandtraining
setsasfollows: up to 700 jobswerechosenrandomlywith replacementfor the trainingset,andthe remainingjobs
wereusedfor the testset(thuswe hada testsetof 2066jobs for MIT andoneof 534 jobs for UNM). This process
wasrepeated100timesto get thebootstrapestimate.Thebootstrapis applicableherebecausethedataappearto be
stationary. We checkedfor stationarityby samplingthejobsbothrandomly, andin smallchronologicallyconsecutive
groups,andcomparingthemeansproducedby the two samplingmethods.A two-tailed,two samplet-testbetween
thesetwo samplesgivesaP-valueof 0.19.Thustheprobabilitythatthesemeansaredifferentis insignificant.

The expectedfalsepositive ratesandstandarddeviationsareshown in figure 5 for varying sizesof the normal
database.Thedatashown arefor theMIT lpr, with �g�W+ C , and SG�T
 . Similar resultswereobtainedwith thelpr
datacollectedatUNM (datanotshown).

To summarize,thelowestexpectedfalsepositive ratein figure5 is C t C +}| C t C~C 
 . This is about1 falsepositive in
every 100jobs,or, on theMIT system,anaverageof 2 falsepositivesperday. This ratewascomputedfor a normal

14



databaseof 700 jobs,with 2066jobs in the testset. From figure5 the falsepositive rateappearsto be leveling off.
However, whenwe increasethesizeof thenormaldatabaseto 1400jobs(not shown in thefigure),with a testsetof
1366jobs, the ratedropsto C t CuC a-| C t CuC l , which is onefalsepositive per day. We arehesitantto draw too many
conclusionsfrom thesedatabecausethey arederivedfrom a singleprocessfor which we have only onetruepositive
(anintrusion),andsowe cannotgetanaccuratemeasureof falsenegatives,or thefalsepositive ratewe couldexpect
if wehadto detectseveraldifferentintrusions.Furthermore,althoughwehavedoneteststo checkfor stationarity, we
cannotbeabsolutelysurethatthereareno time-dependenteffectsin thedata.

If we build thenormaldatabasechronologicallyfrom thefirst 700 jobsandcomparethat to the remaining2066
jobs,wegetafalsepositiverateof C t C~C 
 for asequencelengthof 10. Althoughthis is within thebootstrapdistribution,
thereis a probabilityof only C t C a of gettinga falsepositive ratethat low whenthejobsarerandomlyselected.Soit
maybethat therearetemporaldependenciesnot detectedby our testsfor stationarity. In anon- line system,normal
wouldbeconstructedfrom thefirst jobsencountered,andsoin thiscasewecouldexpectlower falsepositiverates.

It is worthnotingthatthesefalsepositiveratesarecomputedfor asystemin whichwehaveonly spent3 or 4 days
collectingnormalbehavior. Providedthesizeof thenormaldatabasedoesnot grow indefinitely, we couldexpectour
falsepositive ratesto reduceaswespendmoredaysonnormalcollection.This is illustratedby thefactthatwhenwe
increasethesizeof thenormaldatabaseto include1400jobs(7 days),ourfalsepositiveratehalves.Furthermore,even
if weuseall of thenormalbehavior tracedovertwo weeksto build thenormaldatabase,thethresholdfor detectionof
thelprcp intrusiondoesnotdrop(seetable6).

5.3 Analysisof FalsePositives

We lookedat thesequenceswhichwereresponsiblefor thefalsepositivesto getanideaof whatcouldbecausingrare
but acceptablebehavior. We investigatedseveralfalsepositivesandfoundunusualcircumstancesbehindall of them,
including:

1. Trying to print on a machinewherethe file /dev/printer did not exist. This file is a namedlocal socket
thatconnectsto lpd runningon themachine.Apparentlylpr would placea job in thequeue,but couldnot
communicatewith lpd. It is unclearwhetherlpd indicatedanerror. It is likely thatthejob did notprint.

2. Printing from symboliclinks. lpr wastold to print a file in the currentdirectoryusingthe -s flag. It seems
thatthefile to beprintedwasactuallya symboliclink to anotherfile, solpr followedthesymboliclink to the
originalfile, andthenplaceda symboliclink to therealfile in thespooldirectory.

3. Printingfrom a separatelyadministeredmachinewith a verydifferentconfiguration.

4. Trying to print a job solargethatlpr ranoutof diskspacefor thelog file.

Whenthenormaldatabaseis built chronologically, thereareonly 6 falsepositives,3 of which arecausedby the
first case(1) above,and3 of whicharecausedby thesecondcase(2).

Are thesereallyfalsepositives?A falsepositiveis somesortof acceptablebehavior thatis classifiedasanomalous.
If thebehavior is unacceptable,even if it is not causedby an intrusion,we would want to know aboutit, becauseit
indicatesthatthesystemis not functioningproperlyor efficiently. Points1 and4 abovearebothinstancesof irregular
behavior symptomaticof a problemwith thesystem;both indicateconditionsthatneedto berectified. In this sense,
neither1 nor 4 arefalsepositives. This kind of analysisindicatesthatour actualfalsepositive rateis lower thanthe
reportedvalues,for example,in thecaseof a chronologicalnormal,thenumberof falsepositiveswould bereduced
from 6 to 3.
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6 Discussion

Theprevioustwo sectionshave presentedevidencethatshortsequencesof systemcallsaregooddiscriminatorsbe-
tweennormalandabnormaloperatingcharacteristicsof severalcommonUNIX programs.In essence,wehave found
a regularity in executingprogramsthat is highly likely to beperturbedby intrusive activities. Theseresultsareinter-
estingfor severalreasons:They suggesta possibleimplementationpathfor a lightweightintrusion-detectionsystem;
the techniquesmight beapplicableto securityproblemsin othercomputationalsettings;they illustratethe valueof
studyingtheempiricalbehavior of actualsystems;andthey suggesta strategy for approachingotheron-lineproblems
in computingthatarenotwell solvedby conventionalmethods.

Although the resultspresentedin sections4 and 5 are suggestive, much more testingneedsto be completed
to validatethe approach.In particular, extensive testingon a wider variety of UNIX programsbeingsubjectedto
large numbersof differentkinds of intrusionsis desirable. For eachof theseprograms,we would ideally like to
have resultsboth in controlledenvironments(in which we could run large numbersof intrusions)and in live user
environments.Overall,weexpectthatdiscriminationwill bemoredifficult in highly stressedenvironments(highuser
loads,overloadednetworks,etc.) in whichmany exceptionalconditionsareraised.Furthermore,wewould like to test
theseideasin differentoperatingsystems,suchasWindowsNT. Recentlywehavesuccessfullydetectedintrusionsin
two otherprograms:A buffer overflow in thexlock programrunningin Linux, anda symboliclink vulnerabilityin
theswinstall programrunningunderHP-UX [7] � .

However, thereare somelogistical problemsassociatedwith collecting datain live userenvironments. Most
operatingsystemsarenot shippedwith robust tracingfacilities, andasmuchaspossible,we would like to collect
datain standardizedenvironments.It is difficult to justify installingcodewith known vulnerabilities(neededto run
large numbersof differentintrusions)in a productionenvironment,thusputting the usercommunityat risk of real
intrusions.Finally, thereareno obviousstoppingcriteria. Every systemis slightly different—whencanwe saythat
wehavecollectedenoughdataonenoughdifferentprogramsin enoughdifferentenvironments?

Assumingthatmoredetailedexperimentsconfirmour results,therearea hostof systems-engineeringquestions
thatneedto beaddressedbeforean IDS basedon theseprinciplescouldbe implementedanddeployed. First, what
combinationof syntheticandactualbehavior shouldbe collectedto definea normaldatabase?In many userenvi-
ronments,certain(legitimate)featuresof programsmight beseldomused,andsoa databasegeneratedfrom live user
tracesmightcontainfalsepositives,whereasconstructingasyntheticdatabaseappropriatelycouldpreventthesefalse
positives. It would alsobemucheasierto distributean IDS thatdid not requirea lot of customizationat the time it
is installed–-an IDS shouldmake systemsadministrationeasiernot harder. Thus,the collectionof real usagedata
at install- time would have to be highly automated.A relatedcomplicationis how to guaranteethat no intrusions
take placeduring thecollectionof normalbehavior. Second,which UNIX programsshouldbemonitored,andhow
(andwhen)shoulddatabasesbeswitchedwhendifferentprocessesarestarted?We couldusea completelydifferent
databasefor eachprogram—earlierwe emphasizedthat normalbehavior for differentprogramsis significantlydif-
ferent(rangingfrom 40% to 80%). However, thesepercentagesalsoimply that thereis muchbehavior in common
betweendifferentprograms,andsoin a runningimplementationwemightbeableto reduceresourcerequirementsby
exploiting this commonality. Finally, we envision our IDS asa real-time,on-linesystemthat could potentiallydis-
coverandinterruptsomeintrusionsbeforethey weresuccessful.Thefeasibilityof this is highly dependentonefficient
designandimplementationof boththetracingfacility andthealgorithmsthatdetectmismatches.

Our emphasishasbeenon determiningif our approachcan be successfulat all. We were not too concerned
with efficiency issuesin this paper. However, for the systemto be able to detectintrusionsin real-time—asthey
�
Thisdatawascollectedby Mark Crosbie,at Hewlett Packard
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arehappening—willrequirecarefulattentionto efficiency issues.As a first steptowardsthis we have analyzedthe
complexity of our algorithm,althoughwe have not beenableto measureits efficiency in a productionenvironment.
Shouldthe implementationprove too inefficient, therearenumeroussimplificationswe couldexperimentwith, such
aslookingonly atspecifickindsof calls,or only atevery tenthcall, etc.

An importantquestionin the context of an IDS is what responseis mostappropriateoncea possibleintrusion
hasbeendetected.This is a deeptopic andlargely beyond the scopeof our paper. Most IDS respondby sending
an alarmto a humanoperator. In the long run, however, we believe that the responsesidewill have to be largely
automatedif IDS technologyis goingto bewidely deployed. We have someevidencethat intrusionsgeneratehighly
regularsignatures,soit mightbepossibleto storethesesignaturesfor known intrusionsandrespondmoreaggressively
whenthosesignaturesaredetected.Thenfor new anomaliesmorecautiousactionscouldbetaken. Oneadvantageof
monitoringat theprocesslevel is thatawiderangeof responsesis possible,rangingfrom shuttingdown thecomputer
completely(mostradical)to simply runningtheprocessat lowerpriority.

Themethodwe proposeis not a panacea—itwill certainlymisssomeformsof intrusions.Oneexampleis race
conditionattacks,which typically involve stealinga resource(suchasa file) createdby a programrunningasroot,
beforetheprogramhashada chanceto restrictaccessto theresource.If theroot processdoesnot detectanunusual
errorstate,a normalsetof systemcallswill bemade,defeatingour method.Otherexamplesof intrusionsthatwould
bemissedarepassword hijacking(whenoneusermasqueradesasanother),andcasesin which a userviolatespolicy
withoutusingprivilegedprocesses.

The ideaof looking at shortsequencesof behavior is quitegeneralandmight beapplicableto severalotherse-
curity problems.For example,peoplehave suggestedapplyingthetechniqueto severalothercomputationalsystems,
including: TheJava virtual machine,theCORBA distributedobjectsystem,securityfor ATM switches,andnetwork
security. For eachof thesepotentialapplications,it will benecessaryfirst to determineempiricallywhethersimple
definitions(analogousto sequencesof systemcalls)give a clearandcompactsignatureof normalbehavior, andthen
to determineif thesignatureis perturbedby intrusivebehavior.

Our approachis similar to severalotherapproaches,althoughthedifferencesarecritical. Ko et al [26] have also
chosenthe level of privilegedprocesses,but they characterizethe behavior of a privilegedprocessby a program
specificationor policy, which is a descriptionof what theprogramshouldbeableto do. This policy is derivedfrom
theprogramcodeandso requiresspecializedknowledgeof programfunction. Writing a policy canbeproneto the
samesortsof errorsas writing the program,i.e. it is hard to guaranteecorrectness.Most importantly, from our
perspective, sucha policy could easilyincludebehavior that is legal but not normalbecauseit is hardto determine
beforehandwhatbehavior shouldbenormal.Weavoid theseissuesby treatingtheprogramasablackbox,andrelying
purelyon empiricalobservationto ascertainprogrambehavior. Anotherkey differenceis thatwe rely exclusively on
sequencinginformation,unlike thespecificationapproach,which monitorsindividualoperations.However, thereare
otherapproaches,suchasTIM [35], thatconsidersequencinginformation.Thesediffer from ourapproachin thatthey
look at thedomainof userbehavior, andusea probabilitisticapproachfor detectinganomalies.Becauseour results
aresufficiently promisingtheaddedcomplexity of usingprobabilitiesseemsunnecessary. It is possiblethatoursimple
deterministicapproachis successfulbecausebecauseourdatais well-structured.If this is thecase,it maywell bethat
probabilitiesarenecessaryin lessstructureddomains,suchasuserbehavior.

In earlierpapers,we have advocateda comprehensive approachto computersecuritybasedon a collectionof
organizingprinciplesderivedfromourstudyof theimmunesystem[34]. Theimmune-systemperspectivehascertainly
influencedmany of our designdecisions,but in this paperwe areemphasizingconcretecomputationalmechanisms
andlargely ignoringtheimmunesystemconnection.Detailsof how ourapproachto IDS fits into theoverall immune-
systemvisionaregivenin [15]. Extensionsaresuggestedby analogy.

An importantbiasunderlyingourapproachis thatmoderncomputersare“complex systems”in thesensethatthey
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arecomprisedof alargenumberof components,many of whichinteractnonlinearly. Thesecomponentsarecontinually
evolving, aswell astheenvironmentsin which they areembedded,their users,andtheprogrammerswho implement
them. This complexity threatensto overwhelmdesignstrategiesbasedon functionaldecomposition.Furthermore,it
impliesthatalthoughwedesignandbuild computers,wedonotnecessarilyunderstandhow they behave.An example
of this is thefactthatthenormalbehavior of a highly complex programsuchassendmail canbecapturedby such
a smallnumberof systemcall sequences—itwould have beenhardto predictthis. Ratherthanmakingassumptions
abouthow webelieve thatprogramsor userswill behave,or trying to prespecifytheirbehavior (andbeingsurprised),
thispaperasksthequestion:Whatbehavior doweobserve?Thatis, wetakeexistingartifactsandstudytheirbehavior
rigorously. Althoughsuchanapproachmight bedismissedas”merelyempirical” ratherthantheoretical,our point is
thatweneedto spendmoretimeaskingto whatextentourexisting theoriesdescribeourexistingartifacts.

7 Conclusions

We presenteda methodfor anomalyintrusiondetectionat the processlevel. Normal wasdefinedin termsof short
sequencesof systemcallsexecutedby runningprivilegedprocesses.Ourprofilesof normalbehavior, whichconsisted
of uniquesequencesof length10, wereremarkablycompact,for example,thesendmail databasecontainedonly
1318suchsequences.Threemeasureswereusedto detectabnormalbehavior asdeviationsfrom profilesof normal.
Thesemeasuresallowedus to successfullydetectseveral classesof abnormalbehavior, including: Intrusionsin the
UNIX programssendmail, lpr andftpd; failed intrusionattemptsagainstsendmail; anderrorconditionsin
sendmail. We studiedtwo differentmethodsof accumulatingnormalprofiles:Generatingnormalsyntheticallyby
attemptingto exercisetheprogramin asmany modesof normaloperationaspossible,andtracinga processin a live
userenvironment.In thelattercasewehaveanalyzedthedatafor falsepositives.Ourfalsepositiveratesfor lprwere
about1 in every 100print jobs(andexplainablein termsof systemproblems),but theseresultsaretentative because
we did not have sufficient datafor a comprehensive analysis. In future we intendto expandour baseof intrusions
andgathermoredatafor moreprocessesrunningin realenvironments,sowecangetmorerealisticestimatesof false
positiveandfalsenegativerates.
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Appendix 1

Thisappendixgivesmoredetaileddescriptionsof intrusionsanderrorconditionsthatwe testedagainst.

sunsendmailcp: The sunsendmailcpscript usesa specialcommandline option to causesendmail to appendan
emailmessageto a file. By usingthisscriptona file suchas/.rhosts, a localusermayobtainrootaccess.

syslogd: Thesyslogd attackusesthesyslog interfaceto overflow a buffer in sendmail. A messageis sentto
thesendmail on thevictim machine,causingit to log a very long,speciallycreatederrormessage.Thelog
entryoverflows a buffer in sendmail, replacingpartof thesendmail’s runningimagewith the attacker’s
machinecode.Thenew codeis thenexecuted,causingthestandardI/O of a root-ownedshell to beattachedto
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a port. Theattacker may thenattachto this port at his or her leisure. This attackcanbe run eitherlocally or
remotely;wehave testedbothmodes.We alsovariedthenumberof commandsissuedasrootafterasuccessful
attack.

decode: In oldersendmail installations,the aliasdatabasecontainsan entry called“decode,” which resolvesto
uudecode, a UNIX programthatconvertsa binaryfile encodedin plain text into its original form andname.
uudecode respectsabsolutefilenames,soif afile “bar.uu” saysthattheoriginalfile is “/home/foo/.rhosts”then
whenuudecode is given “bar.uu,” it will attemptto createfoo’s .rhosts file. sendmail will generally
run uudecode asthesemi-privilegeduserdaemon,soemail sentto decodecannotoverwriteany file on the
system;however, if the targetfile happensto beworld-writable,thedecodealiasentryallows thesefiles to be
modifiedby a remoteuser.

lpr cp: Thelprcp attackscriptuseslpr to replacethecontentsof anarbitraryfile with thoseof another. Thisattack
exploitsthefactthatolderversionsof lpr useonly 1000differentnamesfor printerqueuefiles,andthey donot
remove theold queuefiles beforereusingthem.Theattackconsistsof gettinglpr to placea symboliclink to
thevictim file in thequeue,incrementinglpr’s counter1000times,andthenprinting thenew file, overwriting
thevictim file’scontents.

ftpd: Thisis aconfigurationproblem.Wu.ftpd is misconfiguredatcompiletime,allowing usersSITEEXECaccess
to /bin. Userscanthenrunexecutablessuchasbash with rootprivilege.

unsuccessfulintrusions: sm5x,sm565a.

forwarding loops: A local forwardingloopsoccursin sendmail whena setof $HOME/.forward files form a
logicalcircle. We consideredthesimplestcase,shown in table7.

Appendix 2

Thisappendixdescribesbriefly how syntheticnormalsweregeneratedfor ftpd andlpr.
Thesyntheticftpd wasgeneratedby tracingtheexecutionof ftpd, usingevery optionon theftpd manpage

at leastonce.
The syntheticlpr was generatedby tracing the following typesof lpr jobs: Printing a text file, printing a

postscriptfile, attemptingto print a nonexistentfile, printing to severaldifferentprinters,printing with andwithout
burstpages,printingwith symboliclinks (the-s option).
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Typeof Behavior # of Mail Messages
messagelength 12
numberof messages 70
messagecontent 6
subject 2
sender/receiver 4
differentmailers 4
forwarding 4
bouncedmail 4
queuing 4
vacation 2
Total 112

Table1: Numberof messagesof eachtypeusedto generatesyntheticsendmail normal.Eachnumberin thetable
indicatesthenumberof variantsused,for example,weused12differentmessagelengths.

process DatabaseSizeN
sendmail 1318
lpr 198
ftpd 1017

Table2: Normaldatabasesize � for sequencelengthof 10, for sendmail, lpr andftpd.

Process NumberMismatches % Mismatches
HDA3

ls 42 75 0.6
ls -l 134 91 1.0
ls -a 44 76 0.6
ps 539 97 0.6
ps-ux 1123 99 0.6
finger 67 83 0.6
ping 41 57 0.6
ftp 271 90 0.7
pine 430 77 1.0

Table3: Distinguishingsendmail from otherprocesses.Eachcolumnreportsresultsfor a singleanomalousmea-
sures:Mismatches(column2), percentageof mismatchesovera trace(column3), and(column4). Theresultsshown
arefor asequencelengthof �g�G+ C . Therearenomismatchesagainstsendmail itself becausethedatabaseincludes
all variations.
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Anomaly NumberMismatches % Mismatches
HD 3

syslogd 248- 529 17- 30 0.7
sunsendmailcp 92 25 0.6
decode 7 - 22 1 - 2 0.2- 0.5
lprcp 242 9 0.5
ftpd 496 38 0.7

Table4: Detectionof successfulintrusionsfor sendmail, lpr andftpd. The datafor the syslogdattackshow
theresultsof tracingsendmail (ratherthantracingsyslogd itself). Thethreecolumnslist theresultsfor various
anomalousmeasures,from mismatches,percentageof mismatchesovera trace,to

HD 3 . In somecasesthecolumnslist
a rangeof values,from minimumto maximum.Theresultsarefor �g�h+ C .

Anomaly NumberMismatches % Mismatches
HDA3

sm565a 54 22 0.6
sm5x 472 33 0.6
forwardloop 21 - 108 10 - 18 0.4- 0.6

Table5: Detectionof unsuccessfulintrusionsanderrorconditionsfor sendmail. Thethreecolumnslist theresults
for variousanomalousmeasures,from mismatches,percentageof mismatchesovera trace,to

HD 3 . Theresultsarefor
�g�G+ C .

UNM MIT
Numberof hosts 1 77
Numberof print jobs 1234 2766
Timeperiod(weeks) 13 2
DB Size � 569 876
Detectionof lprcp:
# mismatches 11009 11006
% mismatches 7 7HDA3 0.4 0.4

Table6: Comparisonof lpr normalscollectedatMIT andatUNM. Theseresultsarefor �m�`+ C .

Emailaddress .forwardfile
foo@host1 bar@host2
bar@host2 foo@host1

Table7: Forwardloop.
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FigureCaptions

Figure1: An Exampleof a forestof systemcall sequencetrees.

Figure2:
HDA3 plottedagainstsequencelength � . Fromthis plot we infer thatsequencelengthmakeslittle difference

oncewehavea lengthof at least6.

Figure3: Anomalyprofile for a run of thesyslogd intrusion. Thedatarepresentsa traceof systemcalls that is a
concatenationof 5 forkedsendmail processes.The

HDA3 valuefor this intrusionis 0.7,i.e. thehighestpoint reached
on they-axis.

Figure4: Growth of databasesizefor lpr normalcollectedat MIT. The x-axis indicatesthe numberof print jobs
tried,andthey-axisindicatesthenumberof uniquesequences� in thenormaldatabase.

Figure5: Bootstrapestimateof changein expectedfalsepositive rateasnormaldatabasesizeincreases.
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